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1. INTRODUCTION 

 

Money laundering and the financing of terrorism have been identified as risks to OUD Limited (Company), 

given the Company’s private and public token sale.  

 

Legislation derives from the European Union Anti-Money Laundering Directives. Individual guidance is 

provided by each jurisdiction where the Company operates, hence we are obliged to adhere to this 

guidance. Gibraltar, as well as many other countries around the world, has passed legislation designed to 

prevent money laundering and to combat terrorism. 

 

This legislation, together with regulations, rules and industry guidance/codes, forms the cornerstone of 

Anti-Money Laundering (AML)/Combatting the Financing of Terrorism (CFT) obligations for relevant 

financial businesses and outlines the offences and penalties for failing to comply. In particular, the 

Proceeds of Crime Act was amended on 16th March 2018 to bring within scope of AML “undertakings that 

receive, whether on their own account or on behalf of another person, proceeds in any form from the 

sale of tokenised digital assets involving the use of distributed ledger technology or a similar means of 

recording a digital representation of an asset.”  

 

In March 2021, the Proceeds of Crime (Relevant Financial Business) (Registration) Regulations 2021 and 

the Proceeds of Crime (Transfer of Virtual Assets) Regulations 2021 came into force. The Proceeds of 

Crime (Relevant Financial Business) (Registration) Regulations 2021 imposes an obligation on businesses 

that fall within the definition in the previous paragraph to be registered with the Gibraltar Financial 

Services Commission (GFSC) for the purposes of AML and CFT. The Proceeds of Crime (Transfer of Virtual 

Assets) Regulations 2021 imposes certain AML and CFT obligations on “Virtual Asset Service Providers”, 

which, for these purposes, include the Company’s token sale.   

 

The requirements of the different legislations apply to the Company globally. The Company may have 

additional local policies and procedures designed to comply with their local legislation, regulations and 

any government approved guidance in the jurisdiction(s) in which they operate. 

 

2. POLICY STATEMENT 

 

The Company and its directors are committed to full compliance with all applicable laws and regulations 

regarding money laundering and the financing of terrorism.  

 

Every officer, director, employee and associated person of the Company is responsible for assisting in the 

Company's efforts to detect, deter and prevent money laundering and other activities intended to 

facilitate the funding of terrorism or criminal activities through its business.  
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3. SCOPE 

 

This policy applies to all of the Company’s customers. This policy also applies to all staff and any third 

party the Company might do business with. 

 

4. LEGAL AND REGULATORY FRAMEWORK 

 

The principal requirements, obligations and penalties, on which the Company’s systems and controls are 

based, are contained in:  

 

 the EU Anti-Money Laundering Directives;  

 the Proceeds of Crime Act 2015 in Gibraltar ((Act) which transposes the EU Anti-Money 

Laundering Directive into Gibraltar law);  

 the Proceeds of Crime (Transfer of Virtual Assets) Regulations 2021; 

 the Proceeds of Crime (Relevant Financial Business) (Registration) Regulations 2021; 

 the Counter Terrorism Act 2010 in Gibraltar;  

 the Terrorism Act 2018 in Gibraltar; and 

 the Crimes Act 2011 in Gibraltar. 

 

5. WHAT IS MONEY LAUNDERING 

 

Money laundering is the generic term used to describe the process by which criminals disguise the original 

ownership and control of the proceeds of criminal conduct by making such proceeds appear to have 

derived from a legitimate source. 

 

6. MONEY LAUNDERING OFFENCES & PENALTIES 

 

TYPE: CRIMINAL  

 

6.1 Arrangements 

 

A person commits an offence if he enters into or becomes concerned in an arrangement which he knows 

or suspects facilitates (by whatever means) the acquisition, retention, use or control of criminal property 

by or on behalf of another person.  

 

The maximum penalty for this offence on conviction on indictment is fourteen years in prison, or a fine, 

or both.  
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6.2 Acquisition, possession or use of criminal property 

 

A person commits an offence if he-  

(a)  acquires criminal property;  

(b)  uses criminal property; or 

(c)  has possession of criminal property.  

 

The maximum penalty for this offence on conviction on indictment is fourteen years in prison, or a fine, 

or both.  

 

6.3 Concealing, transferring etc. proceeds of criminal conduct.  

  

A person commits an offence if he-  

(a)  conceals criminal property;  

(b)  disguises criminal property;  

(c)  converts criminal property;  

(d)  transfers criminal property; or  

(e)  removes criminal property from Gibraltar.  

 

The maximum penalty for this offence on conviction on indictment is fourteen years in prison, or a fine, 

or both.  

 

6.4 Tipping-off 

 

A person is guilty of an offence if–  

(a) he discloses that a money laundering suspicion report has been made, is being contemplated or is 

being carried out; and 

(b) the information on which the disclosure is based came to him in the course of a business or activity 

in the regulated sector. 

 

The maximum penalty for this offence on conviction on indictment is five years in prison, or a fine, or 

both. 

 

6.5 Failure to disclose: relevant financial business 

 

A person is guilty of an offence if–  

(a) he knows, suspects or has reasonable grounds to suspect that another person is engaged in money 

laundering, or is attempting to launder money;  

(b) the information or other matter, on which that knowledge or suspicion is based, came to his 

attention in the course of his trade, profession, business or employment; and  

(c) he does not disclose the information or other matter to the Gibraltar Financial Intelligence Unit 

(GFIU) as soon as is reasonably practicable after it comes to his attention.  
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The maximum penalty for this offence on conviction on indictment is fourteen years in prison, or a fine, 

or both.  

 

TYPE: REGULATORY  

 

In addition to the criminal offences and consequences described above, there are also regulatory 

consequences the Company can face, such as: 

 Warning;  

 Licence suspension and/or revocation; 

 Personal management licence review and/or suspension/revocation; and 

 Financial penalties i.e.: fines. 

 

7. WHAT IS TERRORISM FINANCING 

 

Terrorist financing means (in accordance with Part 2.(1) of the Counter-Terrorism Act 2010 in Gibraltar, a 

similar definition of which applies in the UK):   

 

(a)  the use of funds or other assets, or the making available of funds or assets, by any means, directly 

or indirectly for the purposes of terrorism; or  

 

(b)  the acquisition, possession, concealment, conversion or transfer of funds that are (directly or 

indirectly) to be used or made available for those purposes. 

 

Compared with money laundering (which involves the proceeds of all crimes), the amount of money that 

could be used as terrorism financing is quite small and can also come from legitimate sources. However, 

the social, political and economic consequences of allowing terrorist organisations to function and prosper 

are devastating and it is for this reason that Company staff must be on the alert for terrorist financing as 

well as for the proceeds of crime. 

 

8. TERRORISM FINANCING OFFENCES & PENALTIES 

 

A person commits an offence if he-  

(a) Raises funds for terrorism 

(b) Uses and possess money or other property for terrorism 

(c) Arranges funds for terrorism 

(d) Arranges the retention or control of terrorism property 

 

The penalty for this offence is fourteen years in prison, or a fine, or both.  
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9. MONEY LAUNDERING REPORTING OFFICER (MLRO) 

 

It is a requirement for a director of the Company to have overall responsibility and oversight of all 

compliance matters by the Company and its officers and staff. The holder of this position, in the Company, 

would be a member of the board of directors.  

 

This position is known as the Compliance Officer.  

 

It is a requirement for the Company to appoint an MLRO. The holder of this position, in the Company, 

would be a member of the Compliance & Regulatory Team (if any, and failing that, an independent officer 

of the Company nominated by the Company’s board of directors). This position is also known as the 

‘appropriate person’ or ‘nominated officer’.  

 

The MLRO is responsible for:  

 

 Developing, implementing and overseeing all AML matters within the business; 

 Undertaking a risk assessment for the business; 

 Creating relevant policies, processes and procedures to prevent the Company from being misused 

for criminal activity; 

 Providing training to staff in order for them to be able to identify red flags; 

 Receiving and considering any internal suspicious activity reports; 

 Liaising with the relevant Commissioner, the appropriate Financial Intelligence Unit (FIU) and any 

other relevant government authority; 

 Submitting regulatory reports; and 

 Presenting an MLRO report to the board of directors, at least annually, during which the operation 

and effectiveness of the Company's systems and controls is evaluated.  

 

10. REPORTING: SUSPICIOUS ACTIVITY REPORTS (SAR)  

 

The Company is required to report all circumstances where it has knowledge, suspicion or reasonable 

grounds to suspect that money laundering or the financing of terrorism is being or has taken place or been 

attempted through its facilities.  

 

Employees are trained in order to recognise suspicious activities and therefore submit SARs where 

relevant. An internal SARs form is available on the Intranet for employees to use (please refer to Annex 

1). The MLRO will also make the SARs form available to any employee upon request. 

 

The MLRO is responsible for investigating any internal SAR received and/or any suspicion of money 

laundering/ terrorist finance. The MLRO will acknowledge receipt of any internal SAR received. 
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When considering a SAR, the MLRO will determine whether or not it needs to be disclosed to the 

authorities. This includes events in Gibraltar that may also be reported to other regulators and agencies.  

 

In making a decision, the MLRO will consider, amongst others:  

 the information available regarding the case, i.e.: customer information, documentation, media 

news; 

 transactions involved; 

 account activity inconsistent with the customer’s risk profile; 

 correspondence with the customer;  

 the reasons for suspicion, etc. 

 

Based on the above consideration, if the MLRO knows or suspect or has reasonable grounds to know or 

suspect that money laundering or terrorist financing has taken place, then a disclosure will be made 

accordingly. In the case the MLRO decides not to make a disclosure, this will be thoroughly documented 

with the reasons why.  

 

Any disclosure is made to the appropriate country FIU, which in Gibraltar is the GFIU. 

 

10.1. SAR’s Log 

 

The MLRO will record all internal SARs received by employees in the SAR’s Log. This Log will be kept up 

to date with any new information that might arise on any given case. 

 

11. AML/CFT RISK ASSESMENT  

 

The Company shall perform a risk assessment, at least on an annual basis. There will be triggers and 

thresholds in place as part of the assessment. The risk assessment will be conducted on all customers. The 

customer’s risk profile will be reviewed at least annually and/or where there is a trigger event which 

prompts the review.  

 

If and when necessary, the Company will implement remediation projects in order to deal with any 

deficiencies which might be identified as part of the Know Your Customer/Customer Due Diligence 

process.  

 

Based on this risk assessment, the level of due diligence will vary, as set out in section 12 below, taking 

into consideration the following type of risks:  

 

 

11.1. Customer Risk  

 

This is the identification of the risk posed by the type of customer:  



 

AML & CFT Policy v 0.1 Page 10 of 43  

 politically exposed persons; 

 high rollers (high spenders); 

 customers whose spend isn’t consistent with their wealth or income; and 

 customers located/residing in a high risk jurisdiction. 

 

11.2. Customer profile 

 

Each customer will have a risk profile based on factors such as: 

 payment method, i.e. deposit via one method and withdrawal via another; 

 using high risk payment methods, i.e. prepaid cards, cryptocurrencies, etc.; 

 account activity, i.e. significant changes in customer account activity; 

 products used, i.e. cryptocurrencies, tokens, etc.; 

 balance, i.e. amount of deposits and value, withdrawal practices, etc.; 

 any other risk factor identified as part of the onboarding risk assessment process and/or ongoing 

business relationship, i.e. money laundering and/or terrorist financing risks. 

 

11.3. Product Risk   

 

This is the type of product(s) offered by the Company including, the Company’s tokens and access to the 

Company’s platform. 

 

11.4. Interface Risk 

 

The Company recognises that, as a seller of tokens, it will never meet its customers face to face. Therefore, 

the interface risk is already considered high. 

 

11.5. Country Risk 

 

Country risk is used to describe the risk posed to the Company by the geographic origin of the economic 

activity of the business relationship.  This is wider than just the country of residence of the customer and 

will, for example, include where the customer’s money is coming from. 

 

The Company will determine which countries are high risk based on the “High-risk and non-cooperative 

jurisdictions” list produced by the Financial Action Task Force (FATF) as well as the “Corruption Perception 

Index” from Transparency International. 

 

11.6. The Company’s Risk Appetite 

 
In line with the risk-based approach as set out in the Risk Management Strategy, all clients must and will 

be risk assessed by the Company (Client Risk Assessment Procedure). Further guidance on how the 
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Company will risk assess a client and how to apply the scoring mechanism is set out in Appendix 3 of this 

policy. 

 

The Company will risk assess each client by considering the risk variables relating to four risk elements 

(client risk, product risk, interface risk and country risk). The four risk elements will be rated in accordance 

with a scoring mechanism determined by the Compliance, Risk and Governance Committee and combined 

on a chart in order to provide a risk profile for a particular client relationship. When compared to the 

Company Risk Profile (See Appendix 3), the chart can help identify where the Company is required to 

conduct simplified or enhanced due diligence measures on a particular client. 

 

● Client Risk is the risk posed by the type of client the Company will service. The client will either 

be an individual or a legal entity. Certain individuals or legal entities are more geared towards 

certain criminal activities than others, although that is not to say criminals are limited to those 

certain characteristics. Further guidance is contained in Appendix 3 of this policy on what factors 

to consider when determining and scoring client risk. In addition, it is the responsibility of the 

Compliance Officer to run background checks on the prospective client, such as internet search 

checks/research and passing the client’s details through the C6 database and screening the client 

against sanction lists. 

● Country Risk is the risk posed to the Company by the geographic providence of the economic 

activity of the business relationship. Whereas some jurisdictions have implemented laws and 

regulations geared towards making criminal activity as difficult as possible to achieve, other 

jurisdictions are not as strict and/or the law is not enforced and therefore criminal activity is 

prevalent. Further guidance on how to determine and score country risk is contained in Appendix 

3 of this policy. 

● Products Risk is the risk of the client using the services and/or products provided by the Company 

for illicit means. Some services and/or products are inherently less attractive to criminals than 

others whilst others are the most favoured. Further guidance on how to determine and score 

product risk is contained in Appendix 3 of this policy. 

● Interface Risk is the risk that the Company faces as a result of the mechanism through which the 

business relationship is commenced and transacted. Further guidance on how to determine and 

score interface risk is contained in Appendix 3 of this policy. 

 
These variables, either singly or in combination, may increase or decrease the potential risk posed by a 

client, thus impacting the appropriate level of due diligence required on a particular client. By combining 

the four risk elements into a single chart, the board of directors can quickly and easily determine whether 

the business relationship falls within the risk appetite of the Company, and therefore within the existing 

systems of control. 

 

The Company may decide to re-assess the Client Risk Profile when further information has been 

determined. If at any later stage, the Client Risk Profile changes as further information is received, and 

the Company will inform the client as soon as possible. The Compliance Officer will be responsible for re-
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assessing a Client Risk Profile on a regular basis or when a client’s circumstances change for whatever 

reason. 

 

The four above areas of risk are assessed on a scale of 1 – 10, with 1 being very low risk and 10 being 

extremely high risk.  The Company will tolerate the risks as follows: 

 
 Customer risk =   1 – 3 (Low) 4 – 6  (Medium) 7 – 10  (High) 
 Interface risk  =  1 – 3 (Low) 4 – 6  (Medium) 7 – 10  (High) 
 Country risk    =  1 – 3 (Low) 4 – 6  (Medium) 7 – 10  (High) 
 Product risk    =  1 – 3 (Low) 4 – 6  (Medium) 7 – 10  (High) 

 
Any business where any of the above areas is rated above 7 - 10 (High) will be treated on a case-by-case 

basis. 

 

Any risk assessed higher than the above ratings must be reviewed and a decision taken whether to: 

 
 Tolerate the risk; or 
 Request additional information and/or documentation; or 
 Spread the risk (by involving a third party or by taking out additional insurance; or 
 Decline the risk and not accept the application, or terminate the relationship. 

 
Refer to ANNEX 2 �t Schedule of Risk Assessment 
 

The total risk score will determine the risk level as follows: 

 

 Low risk   =    1 - 16 
 Medium risk  =  17 - 28 
 High risk    =  29 - 40 

 

12. CUSTOMER IDENTIFICATION (KNOW YOUR CUSTOMER) AND CUSTOMER DUE DILIGENCE 

 

12.1.  The Act 

 

The Act transposes the EU Anti-Money Laundering Directive into Gibraltar law. 

 

The Act sets out that a ‘relevant financial business’ must apply different levels of due diligence measures 

based on a risk based approach, and these are either:  

(a) Customer due diligence (CDD); 

(b) Simplified due diligence (SDD); or 

(c) Enhanced due diligence (EDD). 

 

12.1.1.  Customer Due Diligence Policy (CDD) 

 


